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Introduction 

 

Presentation of SurfPass 

SurfPass is a program for controlling the access to Internet and the use of a PC running Windows, either for a 
use in company, in an administration, in education or for the commercial exploitation, such as libraries  and 

cybercafés. 

Here are the main features of SurfPass 5: 
 

¶ User accounts have a limited or unlimited time credit . 

¶ Optional synchronization with Active Directory. 

¶ Blocking and filtering of Internet.  

¶ Filtering by content analysis and with the black list of the University of Toulouse (nearly a million 

sites). 

¶ Applications control.  

¶ Centralization of the accounts and all parameters in a SQL database. 

¶ Management of users and the computers by groups and profiles. 

¶ Timetable by user profile. 

¶ Archived and real-time detailed log. 

 

Recommendations 

¶ If the Internet filtering or the b locking does not work properly, check whether your Internet access uses 

a proxy. If it is the case, it is enough to configure Computers profiles/Generic/Proxy by adding a new 

rule corresponding to the parameters setting of your proxy , and in Global / Filtering lists / Dow nload 
Proxy for the server. 

¶ If you are informed of suspect sites not indexed in the black lists, you are highly encouraged to submit 

them here: http://cri.univ -tlse1.fr/cgi -bin/squidguard_modify.cgi 
¶ Do not forget to backup  the database regularly (see chapter ñMaintenanceò). 

 

To join COGILAB 

We invite you to send your suggestions and your remarks to the following  E-mail address: 

support@cogilab.com  

You can also visit our Web site to be informed last versions: http://www.cogilab.com . 

You can drop your email address at the bottom of any page of the Web site of Cogilab to be informed by email 
of the last available version. 

http://cri.univ-tlse1.fr/cgi-bin/squidguard_modify.cgi
http://www.cogilab.com/
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Installation 

 

Required configuration 

¶ A PC running Windows 7 / 2008 R2 / Vista / 2008 /  XP SP3 / 2003 SP2. 

¶ For the server and administration computers: the .Net framework version 3.5 (built-in in Windows 7 /  

2008 R2, but not activated by default in 2008 R2 ) must be installed,  from Windows Update or from the 

SurfPass CD-ROM. It is possible to check its presence in the control panel, Add/remove programs, 

ñMicrosoft .Net frameworkò. The installation of the .Net framework on the clients and the server is 
optional. An error on the Mscoree.dll file during startup of the administration indicates the absence of 

the framework.  
¶ Video mode: m inimum 1024x768. (1280x1024 recommended) 

¶ Adobe Acrobat Reader 9 or above installed for online help. 

¶ 100 MB of space available on the hard drive. 

¶ 256 MB of RAM minimum (256Mo for XP, 512Mo for Vista and 7). 

¶ A connection to Internet.  

 

Installation of SurfPass on several machines of the same network 

It is important to respect each step: 

 
¶ 1. Start to Install SurfPass onto the server (master computer), leaving ñlocalhostò as server address. It is 

the fact of enter ing the address ñlocalhostò at the first installation which activates the server role on this 

machine and only this machine, and makes it the SurfPass server of the network.  
¶ 2. Install SurfPass onto all client computers, putting the server IP address or name as server address. 

The use of IP address is recommended, address name is reserved for DHCP networks. 

 

Installation of SurfPass 

If a previous version of SurfPass is already installed on the machine, it must absolutely be removed before the 
installation of version 5. After the removing, it is possible to import the previous parameters only if no file is 

manually deleted. 

The antivirus must be deactivated or uninstalled. No ant ivirus should be active during the install and the 

SurfPass uninstalling. An antivirus could freeze the installation or the removing of some SurfPass parts, which 

could leave Windows unstable and block TCP/IP. 

Before installing SurfPass, it is recommended to check out that the connection to Internet works properly . 

To install SurfPass, it is necessary to launch the program ñSurfPass5.msiò at the root of  the SurfPass CD-ROM. 
Then, you just have to follow the diff erent steps of the install ation program, and to read carefully the 

instructions. The install ends with the display of the configuration account. 

 

If a fire wall is activated on the server machine, TCP ports 3050 and 5030 must be open on the 
server  to allow connection from  the client s. There is no port to open on the client s. 

 

Notice 1: 
The firewall of Windows is accessible in the Control panel /  Windows firewall. In the tab ñExceptionsò, add 2 

entries with the button ñAdd portò.  

- 1st port. Name: SurfPass, Port number: 5030, TCP 
- 2nd port. Name: Firebird, Port number: 3050, TCP 

 
Notice 2: 

Static IP addressing is preferable to a DHCP addressing for performance and reliability  reasons. In the case of 

use of DHCP, DNS of computers must point to a local DNS server ( the DHCP server, often the router itself) and 
not direct ly to the  DNS of the ISP, because in this case the name resolution of local computers will fail, and 
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SurfPass clients cannot connect to SurfPass server or very slowly. In general, it is advisabl e to leave the DNS 

setting as automatic in the case of a DHCP address. 

 

Configuration account 
The configuration account allows taking control locally on each client, all the time , all the time , even when the 
client is not connected to the SurfPass server or to a local network. The configuration account is the only way 

for modifying the local parameters for each computer, i.e. those not centralized in the database. The access to 

the configuration account requires the Windows administrator rights. 

If SurfPass is installed on a Windows server, the installer detects it and asks whether filtering must be 

activated on this machine. It is recommended to answer no, except for TSE servers. 

 

 

The configuration account 

 

- Address of the server machine. It is necessary to keep "localhost" as address when SurfPass is 
installed on the server (master computer). In other cases, it is necessary to enter the server address.  

- Port of the server machine. The SurfPass server uses port TCP 5030 by default. 

- Button ñDatabaseò: access to the parameters of the database server.  

 

 

The configuration account (database) 

 

- Parameters of the database: address, port, login, password.  It is recommended to keep all the default 
settings as long as the installation is not completely finished. These parameters are used by the server 

machine and ignored on the clients. 
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Access to the administration console 
Configuration and administration accounts can be reached from the Windows desktop: Start  /  All programs /  
Cogilab /  SurfPass5. This gives access to the following  dialog box: 

 
 

Enter ñadminò in the user name field and ñcogilabò in the password field, validate by clicking on ñOKò. The 
tabulation key makes it possible to pass from a field to another. The ñenterò key replaces the press the button 

ñOKò. 

  

Serial number 

The serial number is entered after the SurfPass installation. In the case of  the Pro version (one license per 

computer) the serial number is entered for the corresponding computer (tab ñcomputersò, double-click on the 
corresponding computer). For a site license, the number is entered only once in the tab ñGlobalò/ñGeneralò. 

 

Parameters import from SurfPass 3.6 and 4 

In the administration console: Global / Tools and select the database to import. 

 

How to uninstall SurfPass 

There are 2 ways for uninstalling SurfPass. 

- In the Windows control panel, Add or remove programs, SurfPass5. 

- With the command prompt: got to  the c: \ Program Files \ Cogilab \ SurfPass5  repertory, enter 

the command: ñspconfig /Uninstall  <enter key>ò. The Windows administrator rights are 

required. Here is the complete procedure: Menu ñStartò/ñAccessoriesò/ ñCommand promptò. Then 

enter: ( quotation marks are required)  

ñc: \ Program Files \ Cogilab \ SurfPass5 \ spconfigò /Uninstall <enter >  It is the 

uninstalling mode to use in case of failure of the normal uninstalling procedure.
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Administration 
 

At the first installation time, SurfPass creates groups, profiles and several user accounts as example. All these 
parameters can be modified or removed. Among the user accounts, there are an account for administration 

("admin") and a reloading account ("credit"). All passwords must be changed; by default it is "cogilab" 
everywhere. The "admin" account cannot be removed; its password can (must) be changed. 

Test is an unlimited user account; Test1 is a limited user account with a credit of 1 hour. Groups and profiles 

are preset for other values of account. Test2 is an unlimited not filtered  user account. 

To enter in administrator mode the first time, enter "admin" for the login and "cogilab" for the passw ord.  

The administration console can also be called from the Windows desktop: 
Start/All programs/Cogilab/SurfPass5 

Once connected as administrator, the accounts list appears. The color of the last column of the left panel 

indicates the state of an account:  

¶ Gray: administration account or reloading account (credit).  

¶ Blue: unlimited user account. 

¶ Green: limited user account with enough time credit . 

¶ Red: limited user account with empty time credit . 

¶ Orange: limited user account with a time credit lower than the  quarter of the quota. ( Near empty). 

 

General structure of the administration 

SurfPass manages the two following entities distinctly:  

¶ Users of the system. 

¶ The computers (client machines) where SurfPass is installed. 

The users and the computers are: 

¶ Organized in groups (users groups and computers groups). 

¶ Characterized by profiles (users profiles and computers profiles). 

The users and computers accounts have very few parameters. Most of parameters are defined at the level of 

the usersô profiles or computers profiles. 

 

To sum up :  

¶ Each user and each computer are member of a group. 

¶ The behavior of a group is defined by a name and a profile.  

¶ A profile contains most of the parameters for a user or a computer.  

¶ The computer profile is used when SurfPass is in idle mode; the user profile is used when a SurfPass 

user session is open. Only one is active at the same time. 

 

By default , all passwords are ñcogilabò. For security  reasons, you must change as quickly as 

possible all passwords : all the  usersô accounts, in cluding those of administration and credit.  
You canôt read passwords, but you can overwrite the current one with a new one, then validate 

with the ñApply ò green button. 
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Tips on setting 

SurfPass is a software package targeting many uses. It is sometimes necessary to change the default settings 

to better meet the needs of users.  

Identification of users 
SurfPass offers two types of user identification: automatic or manual.  

In automatic mode (default mode at the installation) SurfPass uses the ownerôs name of the current Windows 
session as SurfPass username. The SurfPass session begins at the same time that the opening of the Windows 

session. This is the mode to use when Windows users are connected to an Active Directory server. This 

method has the advantage of being transparent to the user s and to avoid the double creation of accounts in 
SurfPass and Active Directory for the administrator . 

The manual mode requires users to enter their name and password in a window of identification to start a 
SurfPass session. This is the way to choose when there is no Active Directory server and possibly for public 

access to the Internet, such as libraries. 

The tab "Computers profiles" / "generic" / "General" contains the parameters for the mode of identification. If 
the "identification with Winlogon" option is checked, identification is automatic, if not it is done manually. In 

the latter case, it is advisable to check the option "Always display identification box in idle" in display options. 
Changes must be validated with the green button " Apply" in the upper right. The change will take effect after 

the reopening of a user session. 

In automatic mode, SurfPass automatically creates users when they get connected for the first time . The 

choice of the user group, and hence the user profile determining the rights is done as follows: SurfPass tries to 

find a correspondence between an Active Directory group and a SurfPass users group. In case of failure, 
SurfPass uses a default users group. 

 

Web Filtering 
The SurfPass web filtering u ses two methods: blacklists and dynamic analysis of pages content. 

- The level of content analysis by default is 5 out of 10. If users are mainly adults, it is advisable to 
lower to 2 or 3. If users are mainly young children, it is advisable to rise to 7 or 8. This parameter is 

available for each user profile, Tab "Filtering".  

- Blacklist: tab "Global" / " Filtering lists" / " Lists editing". By default sites making available videos such as 

YouTube or Dailymotion are blocked because of their sometimes inappropriate contents and the large 

bandwidth they use. These sites are present in the lists Toulouse.Audio-Video.domains and 
Toulouse.Filehosting.domains. To disable a list, just select it on the left, then check the option "List 

deactivated" on the right and finally validate with the green button " Apply" in the upper right. The 
disabled lists appear on a gray background to the left. The change will take effect after the reopening 

of a user session. 
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Management of the users accounts  

 

Tab ñUsersò 

The various user accounts types in SurfPass 
The group of membership of an account defines the user account type, and a user group is defined by a user 
profile. 

¶ Usersô accounts dedicated to the end users. They can be used with a credit of limited or unlimited time.  

¶ Administration accounts. They give access to all SurfPass parameters, except the local parameters of 

each machine, accessible locally with the configuration account. After  the installation of SurfPass, they 
are the accounts ñadminò and ñcreditò (accounts of reloading). The access rights to  the administration, 

log, real-time and reloading are distinct rights, each one can be given independently of the others.  
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Adding a new account 
Press the button «Add» (blue cross) on the top  on the left , fill out the form in the r ight panel. 
 

A user account includes 

¶ Login. 

¶ Password. 

¶ Group. The choice of the group determines the operation of the account, because the choice of the 

group also defines the profile which will be applied to the user account. It is the choice of the group 
which determines whether the account is an account administrator, a user account with time limitation , 

etcé 
¶ A user-friendly name such as it appears in the list of the users. If this field is left empty, it takes the 

value of the user name. 

¶ If it is an acco unt of the administrator family, it is possible to define the rights given to this account: 

main administration, creation/ reloading of account, log, real-time. 

¶ If it is a user account with time limitation , it is possible to visualize and modify the remaining time. The 

indicated time is the time stored  in the database, and does not reflect the exact value of a session in 
progress. For that, it is necessary to go in the module ñReal-timeò. 

¶ Validity start/end : allows setting a validity date of the users of the group. 

¶ Deactivated: allows to deactivate an account temporarily, without deleting it.  

Once the form filled out , it is necessary to validate it with the green button «Apply» on the top  on the right.  
 

Modifying an account 
Select the account in the list on the left, modify its parameters in the form on the right, and validate with the 
green button «Apply» on the top  on the right. To cancel a modification in progress, quit with  çCancelò on the 

top on the right.  

Deleting an account 
Select the account in the list, press the button ñDeleteò (blue minus sign) on the top  on the left. The multiple 

selections are possible. 

Exporting the users list 
This option makes it possible to convert into HTML the list of the  users accounts, for example to print them. For 

that, press the button ñExportò on the top  on the left.  

Importing the users list 
This option makes it possible automatically to create a great number of usersô accounts. 

Press the button ñImportò on the top  on the left. Select the users group for the imported accounts and the 
access path to the ASCII file containing the declaration of the accounts.  
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Structure of an importation ASCII file: 

¶ Comment: any line starting with the character `#'.  

¶ The fields are separated by a space or tabulation. 

¶ From 1 to 5 fields per line. If there are  less than 5 fields, the missing fields are automatically defined by 

SurfPass. 
¶ If only one field: it is the user name. In this case, password = user name, convivial name = user name, 

credit of the account = quota of the profile of its importation group. 

¶ If two fields: user name then password. In this case, convivial name = user name, credit of the account 

= quota of the profile of its importation group . 
¶ If three fields: user name then password then credit of time in second. In this case, convivial name = 

user name. 

¶ If four fields: user name then password then credit of time in second then convivial name. 

¶ If five fields: user name then password then credit of time in second then convivial name then user 

group. No space in the group nor in the o ther parameters, it would be translated as a separator. 

 

Updating the list of the users 
This option forces the reloading of the usersô accounts from the database. For that, press the button ñRefreshò 

on the top  on the left.   
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Management of the users groups 

Users of the same group share exactly the same parameters setting and the same rights. There must be in 

SurfPass at least one user group. Several users groups can share the same user profile. 

 

Tab ñUsers groupsò 

Adding a new group 
Press the button «Add» (blue cross) on the top  on the left , fill out the form in the right panel . 
 

¶ Group name: it is important to choose the name of the group carefully the first time , because it is not 

possible any more to modify it after the validation.  
¶ Profile: choice of the user profile which definite rights of the users group.  

¶ Deactivated: allows to deactivate a group of accounts temporarily, without deleting them.  

¶ Computers groups restriction: allows to activate the button ñModify the listò to choose the computers 

groups which the current user group will have the right to use, the other computers groups are then 

prohibited. 

¶ Validity start/end : allows setting a validity date of the users of the group.  

 

Modifying a group 
Select the group in the list on the left , modify its parameters in the form on the right , validate with the green 

button «Apply» on the top  on the right. To cancel a modification in progress, quit with  ñCancelò on the top  on 
the right.  

Deleting a group 
Select the group in the list , press the button ñDeleteò (blue minus sign) on the top  on the left. The multiple 

selections are possible. 

If the group is used by at least a user, the suppression is not possible. 

Advanced functions 
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Functions ñAdvancedò user group 

The ñadvancedò button at the top  on the left allow s: 
¶ To delete users belonging to a group. 

¶ To replace a target group by a source group for all the users who use the target group. It is a way to 

rename a group: the administrator creates a new group with the same parameter than the old one then 

replaces the old one by the new one everywhere.  

Exporting the list of the users groups 
This option makes it possible to convert into HTML the list of the users groups, for example to print them. For 

that, press the button ñExportò on the top  on the left.  
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Management of the users profiles 

The user profile defines the SurfPass behavior at the beginning of a user session and during a user session. 

A user profile defines a set of user parameters. At least two user profiles must be defined in SurfPass, one for 
the administrator and one for the end -user. Each user is linked to one and only one profile, defined in its 

membership group. 

Several user groups can share the same user profile. 
 

 

The tab ñUser profilesò, ñgeneralò sub-tab 

Adding a new profile 
Press the button «Add» (blue cross) on the top  on the left , fill out the form in the right panel . The name must 

be carefully chosen, because it is not possible any more to modify it afterwards. The edition of the profile 
extends on 5 tabs: General, Filtering, Timetable, Applications, Auto-start. 

Modifying a profile 
Select the profile in the list on the left , modify its parameters in the form on the right , validate with the green 
button «Apply» on the top  on the right in each tab of right panel containing a modification. To cancel a 

modification in progress, quit with  «Cancel» on the top  on the right.  

Deleting a profile 
Select the profile in the list , press the button «Delete» (blue minus sign) on the top  on the left. The multiple 

selections are possible. 
If the profile is used by  at least one group, the suppression is not possible. 
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Edition of a profile 

General 
Defines general properties of user accounts using the profile.  
 

¶ Profile name: it is important to choose t he profile name carefully the first time , because it is not possible 

any more to modify it after the validation . 

¶ Type of account: user, administrator. If administrator, the following parameters are ignored.  

¶ Type of credit: limited, unlimited, unlimited with counting. The latter makes it possible to count time 

without im posing a limit.   
¶ Time credit: if the account type is limited or with counting . This value is proposed by default at the time 

of reloading operations. It is also the value used for reloading all the accounts at the same time and by 

the automatic operation o f reloading. 
¶ Automatic reloading: if it is selected, the accounts are automatically reloaded after a given interval of 

time. The automatic reloading is made at the session beginning. 

¶ Add residual balance: if this option is selected, at the time of the reloading operations the old value 

cumulates with the new one. If not, the amount of reloading replaces the current balance. 

¶ Do not store visited sites: only the beginning and the end of the session are stored in the log, without 

the visited Web sites. 
¶ Prohibit simultaneous use of the same account: prohibited the simultaneous use of the same unlimited 

account on several machines. The accounts with time limitation  can never be used simultaneously. 

¶ Warn before the expiry: allows warning the user by a message that its time credit will be soon 

exhausted. 
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Filtering 
Defines a set of rules to prohibit or authorize Internet sites or addresses . The rules which appear on a grayed 

background are deactivated.  
 

¶ All connections are allowed (except for rules): defines the default behavior; the rules are the exceptions 

to this default behavior . It is the option to choose to operate in black list mode (all authorized except 
few sites). If this option is not selected, no access to Internet is possible except exceptions given in the 

authorization rules. It operates in white list  mode: all prohibits, except few sites. 

¶ Warning forbidden sites: if selected, SurfPass informs by a message the user each time that he/she tries 

to reach a prohibited site. In the case of advertising filter ing, it is advised to not select this box in order 
to not be disturbed by the very frequent display of the warning message. The display or not of the 

warning message does not change the filtering operation. 
¶ Filtering lists: activate or deactivate all the rules based on filtering lists . 

¶ Content analysis filtering: activate or deactivates filtering by content analysis. 

¶ Content analysis theme: one or more topics can be selected. If all topics are deactivated, filtering by 

content analysis is deactivated. 

¶ Level of content analysis filtering: the higher the level is, the more filtering will be sensitive, with 

possibly risks of false-positive. Recommended values are: 1-2 for adults, 3 -4 for teenagers, 5-7 for pre-

teenagers, 8-10 for young children.  
¶ Close the browser if content analysis is blocking: apply only for content analysis filtering. This option is 

recommended because blocked pages can be partially displayed by the browser. 

¶ Options of reverse DNS control: when SurfPass cannot determine domain name corresponding to an IP 

address, it sends a DNS request which can take a long time. It  is possible to deactivate this option, 
either for the distant accesses, or for the local network. It is recommended to deactivate reverse DNS 

locally, because local networks do not always have a DNS server locally. 
 

 

The tab ñFilteringò of a user profile 

 
The buttons «Add», «Delete» on the top on the right make it possible to add or remove a simple rule or list rule. 

There are two operating processes for filtering:  
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¶ By black list: all the sites are authorized, except a few. In this case it is necessary to select the box ñAll 

connections are allowed (except for rules)ò and to add blocking rules for the prohibited sites. 

¶ By white list: by default all is prohibited, except few sites. In this case it is necessary to unselect the box 

ñAll connections are allowed (except for rules)ò and to add rules of authorization for the few sites which 
should not be blocked. 

 

Parameters of a simple rule are:  
¶ Action: Allow or Deny. 

¶ Type: All, Domain (example: cogilab.com), URL (example: cogilab.com/index.html) , IP (example: 

192.168.0.1), and newsgroup. 

¶ Address: the address corresponding to the type. 

¶ Port (to be chosen in the list or to type in the editing zone). 

¶ Priority. It  is useful only in the case of conflict between two rules. For example to prohibit *.com and 

authorize cogilab.com. In this case, the rule with the highest priority wins. 
¶ Comment: optional description of the rule.  

¶ Deactivated: the rule i s not active. 

¶ Quiet: neither user warning nor log entry when the rule is triggered.  

 

Parameters of a list rule are: 
¶ Action: Allow or Deny. 

¶ Type: Domain (example: cogilab.com), URL (example: cogilab.com/index.html) , IP (example: 

192.168.0.1), and newsgroup. 

¶ List name: name of the list.  

¶ Port: to be chosen in the list or to type in the editing zone. 

¶ Priority: It  is useful only in the case of conflict between two rules.  

¶ Comment: optional description of the rule.  

¶ Deactivated: the rule is not active.  

¶ Quiet: neither user warning nor log entry when the rule is triggered.  

 
 

 

Edition of an address filtering rule 

in a user profile 

 

http://www.cogilab.com/index.html
http://www.cogilab.com/index.html
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Edition of a list filtering rule 

 in a user profile 
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Timetable 
Defines a set of time segments for each day of the week.  

 

 

The tab ñTimetableò of a user profile 

The box ñEvery day identical to Mondayò avoids entering the same values for each day of the week if they are 

identical (to be validated on the top  by the button ñApplyò on the left).   
It is possible to prohibit the acce ss to certain hours, to modify the calculation of time: for example a coefficient 

of 50 instead of 100 will cause a reduction of 50% during this time slot. Itôs also possible to force the user 
profile, an easy way to change the filtering for a user according to the current time.  

When a time slot is overlapping midnight, it should be broken up into two time slots: before midnight, and 

another starting from 00:00 the following day.  
The buttons «Add», «Delete» make it possible to add or remove a time slot for one day of the week.  
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Management of the applications 
SurfPass makes it possible to control Windows applications by the authorization of some and the prohibition of 

all the others. 
 

 

The tab ñApplicationsò of a user profile 

The applications management in the user profile makes it possible to authorize a limited number of applications 

during a user session. If the list contains at least one application, all applications which are not in the list will be 

prohibited. If the list is empty, no application is prohibited . 
The box ñdeactivate applications managementò makes it possible to ignore applications in the list without having 

to delete them, for example to make tests (to be validated on the top  by the button ñApplyò on the left).  
 

To know the executable name, it is enough to make "Ctrl+Alt+Del" then to call the tasks manager. It is the 

name such as it appears in the left-hand column, for instance "iexplore.exe". 
The buttons «Add», «Delete» on the top  on the right mak e it possible to add or remove an application in the 

list. 
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Auto-start 
SurfPass makes it possible to launch automatically programs at the beginning of a user session (ex: the 

browser). 
The box ñdeactivates auto-starts managementò makes it possible to ignore applications to be launched, for 

example to make tests (to be validated on the top  by the button ñApplyò on the left). 
 

 

The tab ñAuto-startò of a user profile 

The buttons «Add», «Delete» make it possible to add or remove a program in the list.  




















































